

	
3GPP TSG SA WG3 (Security) Meeting #98e	S3-200096
e-Meeting, 2 – 6 March 2020	revision of S3-20xyzw

	CR-Form-v12.0

	DRAFT CHANGE REQUEST

	

	
	33.501
	CR
	<CR#>
	rev
	-
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	[Draft CR] Cleanup of IAB draft CR

	
	

	Source to WG:
	Samsung

	Source to TSG:
	S3

	
	

	Work item code:
	  NR_IAB
	
	Date:
	20-02-20

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	Removed the requirement of the F1 interface in the clause 5.3.9, as the same requirement is covered in X.2.5 of the draft CR. 

	
	

	Summary of change:
	Removed the requirement of the F1 interface in the clause 5.3.9.
Editorial changes for readability 

	
	

	Consequences if not approved:
	Security aspects of IAB are not supported in 5GS.

	
	

	Clauses affected:
	5.3.9, Annex (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc19634577]**** START OF CHANGES ****

	Comment by Cleanup: Covered in X.2.5
5.3.9	Requirements for the gNB F1 interfaces
Requirements given below apply to gNBs with split DU-CU implementations using F1 interface defined in TS 38.470 [31]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470 [31] and F1-C signalling bearer defined in TS 38.472 [32]) and user plane data can be sent on the F1 interface between a given DU and its CU.
-	F1-C interface shall support confidentiality, integrity and replay protection. 
-	All management traffic carried over the CU-DU link shall be integrity, confidentiality and replay protected.
-	The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.
-	F1-C and management traffic carried over the CU-DU link shall be protected independently from F1-U traffic.
NOTE:	The above requirements allow to have F1-U protected differently (including turning integrity and/or encryption off or on for F1-U) from all other traffic on the CU-DU (e.g. the traffic over F1-C).

**** NEXT CHANGE ****

[bookmark: _Toc4077609]Annex X (normative): Security for Integrated Access and Backhaul
[bookmark: _Toc4077610]X.1	General
This Annex provides the security procedures applied to NR IAB architecture and functional entities for supporting wireless backhauling of NR base stations. 
The overall stage 2 description for IAB architecture and functional entities are described in 3GPP TS 23.501 [2] and 3GPP TS 38.401 [aa].
The security requirements and security procedures applied to IAB in EN-DC architecture are defined in TS 33.401 [10].
[bookmark: _Toc19634970]
**** NEXT CHANGE ****

X.2.4	Requirements for secure environment 
The security requirements for secure environment of the IAB-node (gNB-DU) and the IAB-donor are described in clause 5.3.8 of this document.
**** NEXT CHANGE ****

X.2.5	Requirements on the F1 interface 
The security requirements on the F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU are described in clause 5.3.9 of this document.


**** END OF CHANGES ****
